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SUMMARY:

Enabling Virtual Machine Remote Control (VMRC) Seirvs required in order to access
the virtual machines from Minicom Centralized Accdsanagement System. Access to
Microsoft Virtual Server 2005 virtual machines sablished by means of Virtual Machine
Remote Control (VMRC) Client application vmrc.exe.

MORE INFORMATION:

In order to enable the remote access to Microsofu® Server 2005 virtual machines, the
Virtual Machine Remote Control (VMRC) Server shobklenabled and configured. To
enable the Virtual Machine Remote Control (VMRC)\&e:

1. Start Virtual Server Administration WebsitePnograms > Microsoft Virtual
Server > Virtual Server Administration Website.

2. Login to Virtual Server Administration Website.
In theVirtual Server section, select th&erver Properties.

4. IntheVirtual Server Properties section select theéirtual M achine Remote
Control (VMRC) Server.

w

Microsoft

Virtual Server200s5r2 [ [

Navigation 4 | 192.168.2.252 Information 7]
Master Status Virtual Server version 1.1.603.0 EE R2 5P1

Virtual Server Manager b S i -

g A(Im_lms‘tratlcmWehsrte 11.602.0EER? SP1
. : version
V;nuil HEEhieE & Running time 14 days, 8 hours, 2 minutes
A;Za & Support drivers Yirtual Machine Monitor (Wersion 1.1.603.0)
Wirtual Machine Metwork Seniices Driver {ersion

Configure 4 2.6.595.0)
e i Product ID 91756-012-5090743-00010

Al *  192.168.2.252 Properties @
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2 entries are defined

| _,i; Wirtual Machine Remaote Cantral
MRC) Server
—n 5

Virtual Networks 7]
Create

VMR C server enabled (TCRIP port 5999)

Add rtual Serve Sctipts dizahled
Configure > =1 Search paths Mo search paths defined
. . Windows Server™ 2003, Enterprise Edition,
7 rnysical computer properes
Virtual Server il B8 Physical computer properies 1024 MB memory

Server Properties

Wiebsite Properties
Resaurce Allocatian
Event Yiewer

* Warning: 551 is not enabled for the Virtual Server Administration Website. *
@ 2007 Microzoft Corporation. Al rights reserved. LI

5. Configure the VMRC Server properties:
a. IntheVMRC server section checkEnable’ check box

b. AssignTCP/IP address or leave “(All unassigned)” to enable VMRC
Server on all server’'s TCP/IP addresses.
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C.

Configure theT CP/IP port values.

Note! You can use a port number from 5900 (Default) ugto5999.

Configure theDefault screen resolution for the VMRC client (optional).

Configure theAuthentication type: Automatic, NTLM or Kerberos. If you
specify Kerberos authentication, only users loggingvith domain
accounts will be able to use the VMRC client.

f. Configure other settings according to your prefeesn

Microsoft

Navigation
Master Status

Wirtual Server Manaoer »

Virtual Machines 7|
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Add
Configure ¥
Virtual Disks 17|
Create »
Inspect
Virtual Networks
Create
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Canfigure 4

Mirtual Server
Server Properties
‘Website Properties
Resaurce Allacation
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Virtual Server2005r2
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gl Vlrtual Machine Remote Control (VMRC) Server Properties

VMRC server
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TCPIIF port:
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Default screen resolution: |BDD ® /

| Authentication

¥ Enable

I SEET
Tl

[poss

KA S

Disconnect idle connections

Tirmneout finminutes)

|Automatic ! /
4 N\ —

¥ Enahle {m)

[i5

|
Multiple VMRC connections
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PresOK button to save the changes.
To configure the Virtual Server Security Properaesl configure the user

permissions for managing the Virtual Server, sdleeVirtual Server security in
theVirtual Server Properties section.

Microsoft i L-
Virtual Server200sr2 =“L!§
Navigation 4 | 192.168.2.252 Information 7]
Master Status Virtual Server version 1.1.603.0 EE R2 5P1

Wirtual Server Manager T 7 i

q ndm_mls‘tratmn Website 11 6030 EE R2 SP1
. i version
Virtual Machines :
Running time 18 days, 8 hours, 33 minutes
Create
Support drivers Wirtual Machine Monitor &ersion 1.1.603.0)
Add
Virtual Machine Metwork Services Driver Yersian

Configure L4 2.6.595.00
Virtual Disks 7] Product ID 91756-012-5080743-00010

Create 4 7]
I 2 entries are defined
Virtual Networks |  SVIMGATHECH| SFE YMRC server enabled (TGP port 5389

Craate ;MMRC; Server

Add ;j Witual Server scripts Scripts disahled

Configure » 1 Search paths Mo search paths defined

. . Windows Servar™ 2003, Enterprise Edition,
7 Ehysical cormpuUter properies

Virtual Server il B Physical computer properies 1024 MB memary

Server Properties

Website Properties

Resource Allocation

EventViewer

* Warning: 851 is not enabled for the Yitual Server Administration Wehbsite. *
@ 2007 Microsoft Corporation. &l rights reserved. LI
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8. By default, only the members of Administrators grdnave access to the Virtual
Machines and other Server properties. To add mesndi¢he Users group or any
other group clickAdd entry button, type the Group name and assign the sgcurit

permissions.

Microsoft

i
: |
Virtual Server2005Rr2 -=‘ -

Navigation 4 | Virtual Server Security Properties 7]

Master Status The ¥ittual Server Security Settings page allows you to configure permissions for managing Yirtual

Wirtual Server Manager b Server. These permissions apply to ¥irual Server and to virtual machine and virtual network
configuration files stared in the default directories. You can add a permission entry for a user

Virtual Machines i account or group and configure permissions ar you can remove a permission entry. Finer

Eiedh granularity of access tovidual machines, virtual hard disks, and viftual networks is available

Hedle through use of file system access controls, See the Virual Server Administrator's Guide for more

Add information.

Configure 4 Permission entry I Remove
Virtual Disks il Userorgroup:  Administrators

Create » Type:  Allow

Inspect Permissions: W Full ¥ Modify M view ¥ Remave W Change permissions

w - ; L
Virtual Networks 7] W control ¥ Special permissions

Create Permission entry " Remove
Add Useror group: |Users
Configure 4

Type: & pllow O Deny

Virtual Server 2] Permissions: ¥ Full ¥ Modify M view ¥ Remave M Change permissions

Server Properties
i ¥ control T Special permissions
Website Properties

Resource Allacatian Add entry => OKl

Event Yiewer

* Warning: SSL is not enabled for the Yirtual Server Administration YWebsite. *
@ 2007 Microsoft Corporation. Al rights reserved.

|

9. Click OK button to save the changes.

10.Virtual Machine Remote Control (VMRC) Server is igared to accept the client
connections to the virtual machines.

For remote management of virtual machines, Vir&ever 2005 provides a Virtual
Machine Remote Control (VMRC) cliemimr c.exe. This is a standalone client application
that communicates with the VMRC server. Mmer c.exe client application is located in
C:\Program Files\Microsoft Virtual Server\VMRC Client\ folder in the Microsoft
Virtual Server 2005 machine. Copy thar c.exe application to every client computer.

@ C:.Program Files'Microsoft ¥irtual Serverit¥MRE Client I (=]
Flle Edit iew Favorites Tools Help ‘ ",'
@Back 0 - T | D search [ Folers | 1B 30 X B | [
‘Agdress [ Ci{Program Files\Microsoft Virtual Server\¥MRC Client =
Folders % | | Name Size | Type | Date Modified

B D 1l o | EH 435KB Application 24/05(2007 13:36

=1 |23 Program Files
[ |) Broadcom
B (23 Common Files
() ComPlus Applications
H ) FlashGet
\Z) HashTab Shell Extension
# |2) Installshield Installation Informatic
[ Intermet Explorer
= | Microsoft Yirtual Server
iﬁ) Documentation
& ) Drivers
{5 Event Log
153 Host Clustering
12 vhdmaunk
1250 Virtual Machine Additions
123 ¥MRC Client
[# I website
[ ) Mozills Firefox
B ) MaEmMLE.0
(L5 MetMesting
\) Outlook Express —
) RealvNC
= ) Symantec
) Symantec Antivirus
& [ Windows Media Player

() Windows NT ]
| | _>l_I | | L
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COMMENTS:

Configure the Centralized Access Management Systeress Service™ and Virtual
Machine Targets according to the Product Techmndatmation Sheet IPA28-3. Use
Virtual Machine Name in the Target’s ApplicationtPas it appears in the Microsoft
Virtual Server 2005 Master Status.

Virtual Server200sR> -==lﬂg
Navigation 4 4;2.168.2.252 Status E
Master Siatus Remote View Virtual Machine Name 4« Status  Running Time CPU Usage

Wirtual Server Manager k

Virtual Machines i E Linux Mail Server »Off nia nia

Create

Add

Windows 3.11 » o Off nia nia

Configure ]
Virtual Disks 17|

Create » . - Windows XP 5P3 » Running 4 hours, 56 minutes

Inspect | . )
Virtual Networks 7 1192.168.2.252 Recent Events 7]
Create Type DateTime Category Message

Add o 1312008 Remate  The user"COMPALPHATESTWAdministratar at Internet address
Configurs » L 95618 Control  192.168.2.138 has disconnected fram the YMRC server. s

=~ 13102008 Virtual The user "COMPALPHATESTVAdministrator at Internet address
Virtual Server il Y 195424 Machine 1921682138 switched the VMRG display to "Windows XP SP3".
Server Properties 13102008 Remote  The user"COMPALPHATESTWAAministrator at Internet address
e i c 18B4Z4 Control 1921682139 established a new connection to the VMRC server
SR I L using MTLM authentication. The administration display is currently

Fesaurce Allocation displayed.

Event Wiewer 13102008 Setting The setting "hardware/pci_buslide_adapteride_contraller ;l
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