I« /1Y@ Product Technical Information Sheet

ADVANCED SYSTEMS

Title: Adding Wake-On-LAN Access Service™ to
KVM.net® Il System.

No: IPA41-1
Date: Sunday, 26 April, 2009
SUMMARY :

Wake-On-LAN (Wol) is an Ethernet computer netwodkstandard that allows a
computer or server to be turned on or woken up telyjby an especially composed
network packet (commonly called a “Magic Packeé&nisfrom another computer on the
network. A specially configured Access Service eaable the KVM.net Il system to send
a Wake-on-LAN packet to turn on or wake up the cotapor server.

MORE INFORMATION:

Creating a specially configured Access Service entble the KVM.net Il system to send
a Wake-On-LAN packet to turn on or wake up the esenand computers.

System requirements

Wake-On-LAN (WolL) support is implemented on the hewboard of a server/computer
and the network interface. If the network interfeea plug-in card rather than being
integrated into the motherboard, the card may tebé& connected to the motherboard by
a cable. Motherboards with an embedded Ethernétattlam and which support WoL do
not need a cable. Enable the WoL support in theSBdDthe server/computer. In most
BIOSes the support for WolL is located in the PoManagement section of the BIOS
(Sometimes called “Remote Wake Up”).

Dell System GXZG6@

System Info Remote HWake Up
Processor Info
Memory Info
DateTine [On | On w/Boot to NIC
Boot Sequence
Drives

Onboard Devices
UVideo
Performance The system can be powered up remotely from Suspend, Hibernate, or Off.
Security
Power Management Hhen Low Power Mode (located in the Power Management group) is On, the
AC Recovery system can only be powered up from Suspend. If Remote Hake Up from
Auto Power On Hibernate or 0Off is also required, Low Power Mode must be set to Off.
Auto Power Time
Low Power Mode off NIC can not wake up the system

On HIC can wake up the system

Suspend Mode On wsBoot to NIC NIC can wake up the =system, and the system will boot
Maintenance from the network

POST Behavior
The factory default setting is Off

Press Left-/Right arrouws to change setting
Press Enter when done modifying this field
Press Esc to cancel modificationm
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In some servers, the Wake-On-LAN settings coultbbated in Server Availability
section.

ROM-Based Setup Utility, Version 2.10
Copyright 1982, 20605 Hewlett-Packard Dewvelopment Group, L.P.

—||ASR Status

Sy||ASE Timeout
PC||Thermal Shutdown
3] biake-0n Lan]
Bo||POST Speed Up
Da||POST F1 Prompt

i3 ||Power Button
Automatic Power-0On

HP ProLiant DL360 Gdp
S/H: USHMG1EEEEW

Product ID: 470B063-702

HP BIOS P54 11-11-2005
Backup Version 1171126005
Bootblock 03-/16-2004

16024ME Memory Configured

Adwvanced Options
Utility Language Proc 1:Intel 3.0060CGHz,2MB L2 Cache
Proc 2:Hot Installed

MAC address for HIC 1: OB1635C4D352

MAC address for NIC Z: BE1635C4D351

<Enter> to Modify Wake-On LAH Status; <F1> for Help
<ts1> for Different Configuration Option; <ESC> to Close Menu

For sending the WoL network packet, download a kWaldows utility from one of the
links below:

http://support.minicom.com/KVMnet/Tools/mc-wol.exe
http://www.minicom.com/support/kvmnet/mc-wol.exe
http://www.matcode.com/mc-wol.exe

Create aVoL folder in thé\Program Files\ folder and copy thenc-wol.exe file to this
folder, in most computers this would b&€aProgram Files\WoL\ folder.

Check and note the MAC addresses of the servege(& you want to turn on or wake up
using the WoL service. You can uspconfig/all” command in the Windows operating
systems orifconfig” command in Linux operating systems. Run thesemands from the
command line or from the terminal. Note the Physéaidress or Ethernet HWaddr string.
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Creating the Access Service.
Create a new Access Service for the WoL service.
1. Click New Service button inSettings > Access Services page of the KVM.net II.
2. Give an explanatory name to the Access Service)¢atie-On-LAN.
3. Provide description to the Access Service (optipnal
4

. Select théApplication Path and type the following command in the correspogdin
field: % ProgramFiles% \WoL \mc-wol.exe.

Don't select any other checkboxes (Leave all chexkb in not checked state).
6. PressSave button.

o

New Service

W Mew Service

Marme: Wake-On-LAN

Description: Wake On LAN Servic:e[

© URL:

@ anplication Path: %ProgramFilesth\ ol \mc-wol. exe ;I
=

o

[~ Port:

[T Login Method:  Promptfor Credentials
© Use KuM.net Credentials
© Usethe Following Credentials

Save Cancel

Adding the WoL Access Service to existing target.
1. In theManagement, Targets page click on existing target.
2. On theAll Services list check thaVake-On-LAN service.
3. Click on theWake-On-L AN service inActive Services section.
4,

Configure the WoL parameters. In the end of%her ogramFiles% \WoL \mc-
wol.exe string add the target MAC address. Use colonsdparators for the MAC
address, i.e. 00:11:43:1F:1B:05.

5. PressSave.
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Targets = Marketing Server

Description: Marketing Server

Access Services  Target Sets  Access Permissions

Active Senvices
hinicom kAP (default)
Wk On-L AN

Wake-On-LAN [~ Setas Default Service

%ProgramFilesk' Hol me -wol . exe ;I
@a:11:453:1F:16:@5

Application Path:

All Services

Minicom KyhipP
Minicom PX Serial
Wk

ILO

ROF

S5H

WG

Telnet

WhitWare Server
Whivvare Server 2
Wiake-On-LAN

Ejisliniisinliniinimimiia|

<

Save

| v

Cancel

Turning on or waking up the Target by sending the W

oL Magic Packet.

To send the WoL packet to the target to turn ibowake it up, click on the Blue star on
the right of the Target name in the Access page.

Hello Administratol

© ‘ Marniagement Access = Marketing

S ‘ Access

& Warketing Server Awallable w
= all Targets b

€ ‘ ‘Settings

e ‘;‘E— L L S e e

Marketing Senver =l
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COMMENTS:

WolL technology can be very beneficial to your basmbut please remember that this
technology relies on many factors to work propeBlgcause of this, you should be aware
of the following points.

Hardware.

Always check for the latest Network Card BIOS updat

Make sure you enable the WoL in the motherboard3#0d on the Network card. Check
your manufacturer’'s web site or server manual dothier details on how to do this.

Make sure you connect the network cableto the board.

A handy hint is, if the machine is off and the ligin your network switch is not on then
the computer does not have the standby power éonétwork card enabled. Without this
the computer cannot receive a WoL command.

Wake-On-LAN over theInternet or acrossthe subnets.

If you wish to use WoL over the Internet or acrtisssubnets you will need to set up your
destination firewall/router to allow "Subnet DiredtBroadcasts". Most routers and
firewalls disable this option by default.

You will then need to allow traffic through on ydirewall/router on a specific port. The
WoL network packet is typically sent as a UDP dedagto port O, 7 or 9.

To enable the sending the WoL packet across theessibcreate the command in the
following format:

% ProgramFiles% \WoL \mc-wol.exe ether net-address /a ip-address

Where thesther net-addressis Ethernet MAC address of the network adapteheftarget
andip-addressis the Multicast IP address of the LAN where @ugét is located.

How to calculate the subnet-directed broadcastesddr

1. Convert machine address to binary e.g. 10.208:20.1
00001010.11010000.00010100.00000001

2. Convert the Subnet Mask to Binary e.g. 255.255@40.
1121212211.11111111.11110000.00000000

3. Invert the Binary Subnet Mask e.g. 11111111.11111111110000.00000000
becomes 00000000.00000000.00001111.11111111

4. Or the machine address and the inverted subnet engsk
00001010.11010000.00010100.00000001 Or
00000000.00000000.00001111.11111111 =
00001010.11010000.00011111.11111111 = 10.208.31.255

Alternatively, you can download a free Network Setbcalculator from
http://www.solarwinds.com/products/freetools/fragbiset calculator.aspor
http://www.wildpackets.com/support/downloads/fredities/ipsubnetcalc/overview
and calculate the subnet-directed broadcast address
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