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SUMMARY:

Microsoft Internet Explorer 7.0 constantly warnenssif the web site SSL certificate
doesn’t correspond to the site network configuratlaternet Explorer 6.0 also warns users
about SSL certificate but not in such aggressive Whanicom IP devices have generic

SSL certificate issued to *.kvm.net. When connegtmMinicom KVMIP device by using
its IP address only, the SSL warning will appedidating that the name of the security
certificate doesn’t match the name of the siterdmove this SSL warning customers may
edit the Host file on their client machines and a#em.net domain name to IP resolution
of Minicom KVMIP devices.

MORE INFORMATION:

Host file is a local text file in the same formatthe 4.3 Berkeley Software Distribution
(BSD) UNIX \etc\hosts file. This file maps host nesrto IP addresses. For TCP/IP for
Windows XP and Windows Server 2003, the contente®Hosts file are loaded into the
DNS client resolver cache.

Host file located in %SystemRoot%\system32\drivetc$\in Windows 2000, XP, 2003 and
Windows Vista. The default location of the host fihay be changed. The actual directory
is determined by the Registry key
\HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Paktars\DataBasePath.

%SystemRo0t%)\ is the environment variable whiclewheines the location of the
Windows folder. In Windows 2000 the %SystemRootdWant (C:\Winnt if Windows
installed in the drive C:), in Windows XP, Winod®803 and Vista the %SystemRo0ot% is
\Windows (C:\Windows if Windows installed in theidr C:).

The Host file may be edited with any text editioa, Notepad.

Before editing the Host file you should decide atitbe name for KVMIP device. The
domain name must be .kvm.net. If, for example ndwme of the KVMIP device islpha,
then the full name of the device shoulddygha.kvm.net.

The Host file contains the mappings of IP addressé®st names. Each entry should be
kept on an individual line. The IP address shoddglaced in the first column followed by
the corresponding host name. The IP address arttbgtename should be separated by at
least one space. Additionally, comments may beateden individual lines or following
the machine name denoted by a '# symbol.

If the KVMIP device has IP address 192.168.2.245wae decided to give it a narapha,
then the relevant entry in the Host file shouldsleilar to the one below:

192.168.2.245 alpha.kvm.net #KVM.net Manager in the Alpha Network
Once the Host file is configured, you should natega the KVMIP device by using its
name.domain address only, iétps://alpha.kvm.net

The easiest way of editing the Host file is by gdiree HostsXpert v4.1 utility from
http://www.funkytoad.com/content/view/13/31/

Download and install the HostsXpert v4.1 utility ie client computer.
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The instructions below show the KVM.net Manageaagxample, but they correct for

standalone KVMIP devices as well.

Navigate to the KVMIP device (KVM.net) using its #ldress and verify that it is
accessible from your client machine. SSL warniny agpear:

{2 Certificate Frror: Navigation Blocked - Windows Internet Explorer

o) = [E] hepsitiisz.1en.2.265

& [*2][x] [cocge

% & ‘ @ certificate Evvor Navigation Blocked |
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B - # - [2hPage - GTodks -

send to the server,

@ Click here to close this webpage,

B Continue to this website (mot recornmenided).

& Mare information

\@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for & different website's address.

Security certificate problems may indicate an atternpt to fool you or intercept any data you

we recommend that you close this webpage and do not continue to this website.

Do

& Internet w100% v

Press “Continue to this web site...” and verifyttb@arrect web page is displayed:

= KVM. net - Windows Internei Explorer
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KVM.net Manager

Username |

Password

& Intemet F00% T

Start HostsXpert v4.1 utility and select EditingoTan the left side of the utility:
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= = =
[ HostsXpert 4.0 @ www.funkytoad.com 2007 EE]E|

ThIS i_s_ a_s_ample HOSTS ﬂlq.uged_by M_ic.ro.snﬂ TQPJ’!E fquind

.T-his file contains the mappings Df-lF' addresses to host names
entn_f should_he kept on an individual line. The I_P addre__ss shou
_be placed in the first column followed by the corresponding hos
‘The IP address and the host name should be separated by at |
space.

.Additiqna!!y, cn_mmn_a_n_ts (SL!ch_a_s thn_ase) m_a!gr_be inse_rt_ed_u_n inc
lineg or following the machinge narne denoted by a ¥ syrmbol.

For example:

:102.54.94.9? rhinu.gcmg.com # souUrce server
38.25.63.10 xacme.com #xclient host

HoH O OH H H H HH H HE O H H H R

127001 localhost

19 Lines - Idle

In the Add Line field type the IP address of theMN? device (KVM.net) followed by its
name and domain name, i192.168.2.245 alpha.kvm.net

=
[ HostsXpert 4.0 © www. funkytoad.com 2007

ThIS i_s_ a_s_.ample HOSTS f!le__uged_by Mic_m_snﬂTQF'.f!P fo_rWin_d

_T.his file contains the mappings Df.lF' addresses to host names

entrg_r Shuuld_be kepton an individual line. The I_F' addre__ss shou
_he placed in the first column followed by the corresponding hos
_The IP address and the host name should b_e se_parated by atl
|space,

-Additiqna!!\,_r, cn_mmn_e_n_?s (SL!ch_a_s thn_ase) m_a!y_be inse_r‘[_ed_n_n inc
_Iines or following the machine name denoted by a # symbol.

For example:

:102.54.94.9? rhinn.acme.wm # source server
_38.25.53.10 xacme.com #xclient host

HOH OHE H OHEH H H H OHH OHE H H O H G

127.001  localhost

19 Lines - ldle

Press Add Line button:
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A HostsXpert 4.0 © www. funkytoad.com 2007

#
# {
# .Thisl i.s a sample HQS_TS ﬂle.u.sed fy Miclmsuﬂ TCRIP fDrWin_d
# - -
@ Add Line .. y # .This file contains the mappings of IF addresses to host names
I\ # entry should be kept on an individual line. The IP address shou
1192'158'2'245 sl et # \be p.laced in the first colurnn followed by the cn-rrespunding hos
= # The IF address and the host name should be separated by at |
jEliZaggleCamment # .space. . o
' |
%_ gartf-ilf_'_ # Additiqnall\;, cnmmn_a_n_ts (such_asthese) rmay he inse_rt_ed_n_n inc
# .Iines or following the machine name denoted by a # symbol.
5% swap Localhost = -
# F._Dr example;
#
...-..:?-.'EE’E%“-'%““’@' # :102.54.94.92" rhino.acme.corm # zource server
P | (38256310 xacme.com # % clignt host
- Bile Handling .
’:ﬁﬁdltmg 127.0.01 Iocalhns_t
2| Dawnload
] 1% Lines - ldle

And verify that correct IP address and device naiitie kvm.net domain name appear in
the Host file on the right pane of the utility

=
'FE HostsXpert 4.0 € www.funkytoad.com 2007

nEE)

.Cnpvright () 1993-1999 Microsoft Corp.

jThis_ i_s a sample HO_S_TS ﬂle_u_sed by ru'!ic_rusnﬂ TCRAP fUrWinl_:I

) Add Line
|

_T-his file contains the mappings nf.IF' addresses to host names

enm_t should_he kept on an individual ling. The I_F' address shou
_be placed inthe first column followed by the corresponding hos
_The |IP address and the host name should L'ge Separated by atl
space,

'Additignally, cnmmgnts (such.as thn_ase) may be inse.rt.edlnln inc
.Iines or following the machine name denoted by a #' symbol.

5 SortFile

5% Swap Localhost

For example:

:102.54.94.9? rthina.acme. cam #source server
38256310 wacmecom #xclient host

HOH OH H H H H HH H HE H H H O W

127.0.0.1 llocalhost

I 20 Lines - Idle
Close the HostsXpert v4.1 utility and navigatehte KVMIP (KVM.net) device using its
name and domain namuatps://alpha.kvm.net
The KVMIP device web page will be displayed withamty SSL warnings:
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= KVM.net - Windows Internet Explorer
@\ = A \g https: ffalpha.kem.net} bl %_‘ 44| % i | ol
& o ‘@KVM.net | | B B - @ v [hPage - (FTodk .

MINIC#M
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Usemame ||

Pagsword |

Copyright @ Minicom. All rights reserved
Done e Inkernet !‘g 100% -

Repeat this procedure for all client machines aeoto suppress the unwanted SSL
warning messages.

COMMENTS:

Only kvm.net domain should be used for suppresfiagSL warning in Internet Explorer.
Minicom dedicates the kvm.net domain to this usd@el can use any device name except
for www.kvm.net and demo.kvm.net which are resetwelinicom.

Configuring Host File To Remove Internet Explorer Certificate Warning Page 5 of 5



